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Introduction

The goal of the Thread Group is to design, deploy, and promote an open standard for reliable,
cost-effective, low-power, wireless D2D (device-to-device) communication within the home. (For
a full and complete overview, refer to the “Thread Stack Fundamentals” white paper.) The low-
power part of this goal is delivered by operation of battery-powered devices. The Thread Network
is built with always on (powered) Routers and battery-operated devices use these Routers as their
Parent and to hold and route messages.

This white paper explains the basic operation of these battery-operated devices and compares
their performance.

Battery-Operated Device Summary

Battery-operated devices either wake and poll their Parent for any messages, or wake and send
data. The efficiency of these operations determines the energy usage and ultimately the battery
life of these devices. It is critical to optimize these basic operations to ensure suitable battery
life for devices.

IEEE 802.15.4 Operation of End Devices

Battery-operated devices have two basic behaviors: waking to send data or waking to retrieve
data that has been sent to them. Because data cannot be sent directly to a sleepy device, the
Parent of that device holds the data for a finite time and the sleeping device can request it
(Figure 1).

Figure 1. Router Acting as a Parent for Child End Device

For the battery-operated device to wake and send data, it simply wakes up, forms a packet with
the appropriate data, and sends it to its Parent which is then responsible for forwarding it
through the Thread Network to the destination. A simple case of this is when a window sensor is
activated and this interrupt wakes the processor to send a message indicating the window is
now open.
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The IEEE 802.15.4-2006 standard [IEEE802154] prescribes how battery-operated devices can
request data from their Parent. Specifically Section 5.3.4 details a Data Request MAC Command
frame that is used to poll a Parent to see if it has data. The Parent responds with an
acknowledgement frame with the frame pending bit set to ‘1’ if there is data for the device and
‘0’ if there is no data for the device. A simple case of this data flow is if a user wants to change
the configuration of a sleeping door sensor to wake more frequently to report status and battery
life. This message is routed to the Parent of the sleeping device and held there for the sleeping
device to wake and poll for the message.

Structure of a Wake Sleep Cycle

Figure 2 illustrates a normal wake sleep cycle.
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Figure 2. Typical Wake Sleep Cycle
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The radio and MCU (Microcontroller) go through the following steps:

Wake from deep sleep.

Complete code and crystal startup sequence.
Radio initialization.

Enter receive mode and check for clear air.
Switch to transmit.

Transmit packet.

Wait for and receive acknowledgement.

8. Return to deep sleep.

NouhswbNe

There are a number of variables that impact the actual power consumption during this wake
sleep cycle. Some important factors are:

e Time for the device to wake from deep sleep and be ready with the radio
(implementation-specific).
e Time on the air transmitting (size of the packet).
¢ Time waiting for the ACK packet (defined in the 802.15.4 specification)
e Active currents during the various operations (implementation-specific).
An implementer can optimize some of the times and the radio and MCU design impact the timing

and current consumption. The time on the air and time waiting for the ACK is set by the packet
size and 802.15.4 specification timing and do not vary between implementations.

Size and Formatting of Sleeping Child Messages

There are two packet formats that impact the time on-the-air and therefore battery life of
sleeping devices: the Data Poll MAC Command Frame and the normal Data Frame used for
sending messages.

Figure 3 illustrates the IEEE 802.15.4 MAC Command Frame used for the data poll.

Octets: 2 1 variable 0/5/6/10/14 1 variable 2
Frame Sequence Addressing Auxiliary Command Command FCS
Control Number fields Security Frame Payload
Header Identifier
MHR MAC Payload MFR

Figure 3. IEEE 802.15.4 MAC Command Frame
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In Thread the Addressing fields include a 2 byte PANID, the 2byte Short Destination Address and
the 2 byte long Source Address. There is no command payload. Thread also secures these data
polls so there is a 6-byte security header and a 4-byte MIC (Message Integrity Code). This
means the data poll command is 22 bytes long.

Figure 4 illustrates the overall structure of a complete Thread data packet.

4 1 1 2 1 2 2 2]
Frame Source
Preamble |SFD Length Control __ |Seq# |Dest PAN |Dest Add [Add PHY and MAC
PHY MAC
1 4 0 1
Sec Frame Key .
Control _|Counter [source  [Key index MAC Security Header
MAC Sec
1 2 2 2 1

Mesh IPHC
Header Qriginator | Destination |Encoding Next Header 6IOWPAN Header
6lowPAN

2 2 2

Source Port |Dest Port Checksum U DP Header
UDP

7 16 4 2

Payload DTLS MIC |MIC FCS
App Sec
DTLS Header 630192 bytes APP Sec MAC Sec |MAC

Figure 4. Complete Thread Data Packet

This packet results in an overhead of 35 bytes without application security and 64 bytes if DTLS
(Datagram Transport Layer Security) security is added to the application (note this is optional).
These packet formats determine the transmit time for a radio sending the data.

Time Required for Sending Messages

The discussion above details the basis for battery operated device behavior. However, actual
measurements are required to validate how long a radio and software implementation takes to
perform these operations.

Table 1 shows the time in milliseconds for Thread transactions from a battery-operated end device.
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Table 1. Thread Wake Sleep Transaction Time
Event Minimum Time | Maximum Time | Notes
(milliseconds) (milliseconds)

Poll No Data 4.03 6.31 22-byte packet, with
security

Send 10 bytes 4.41 8.2

Send 50 bytes 8.38 9.94 97 byte packet with MAC
security

Send 100 bytes 12.78 16.78

All packets are using MAC security, including the data poll.

The difference between the minimum time and the maximum is the variation in the clear
channel assessment timing.

The actual current consumption during these operations depend on the radio and MCU used and

its active current profile.

For example on the Poll No Data the energy used averages 100 pCoulombs. This means a device

with a CR2032 battery waking every 10 seconds would last approximately 2.6 years.
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